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The Setup
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File

• Ensure file retrievability

• Minimize cost (bandwidth, storage)

• Minimize local storage



Simple Approach
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Sampling
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Encoding
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• Ensure file retrievability

• Minimize cost (bandwidth, storage)

• Minimize local storage
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Adversarial Encoding
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�Rearrange file

�Compute ECC values

�Return file to original order

�Rearrange and encrypt ECC values

�Pre-compute and encrypt responses
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Aggregation Code
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Proof of Retrievability
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Proof of Retrievability
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Intermediate PRPs
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• 6-Round Feistel construction using AES-based Ordinal Sorting



Incremental Encoding

� Seek: 10 ms, Latency: 4.2 ms, Throughput: 70 MB/sec

476487.43

500000

Read 1GB File from Disk

11© Copyright 2009 EMC Corporation. All rights reserved.

14.64

0

100000

200000

300000

400000

500000

T
im

e
 (
s
e
c
)

Sequential Random



Performance

2500

3000

POR Encoding

12© Copyright 2009 EMC Corporation. All rights reserved.

0

500

1000

1500

2000

T
im

e
 (
s
e
c
)

1 GB 2 GB 4GB 6 GB 8 GB

Encrypt/Write

PRP

Challenges

MAC

Encode

Read



Questions
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